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2019 GUIDE TO RISK MANAGEMENT
A thoughtful risk management (insurance) plan requires periodic evaluations to reassess objectives and
sufficiency of coverages.

Life

• Review the reasons, necessity and beneficiaries of life insurance policies as circumstances and
objectives may have changed since the original purchase.

Disability

• Disability Insurance generally replaces up to 60 percent of income in the event of disability and can
vary upon length. It is important to understand the definition of disability in your policy and whether
it covers your own-occupation or any-occupation, particularly for those who are in careers with high
specialization (ex. Surgeon, Medicine, Construction, etc.).

Property & Casualty

• It is important to review your Auto and Homeowners policies to ensure you are adequately covered.
Purchasing an umbrella liability policy to augment existing home and auto policies may be beneficial.
Umbrella insurance can help protect against major claims and lawsuits. It is advisable to purchase a
coverage amount that equals current net worth (at a minimum) and perhaps also factors anticipated
future increases to net worth.

Health

• It is important to review coverage options, particularly those who are retiring early. Insurance options
are available on healthcare exchanges while eligibility for Medicare begins at age 65. While Medicare
provides basic medical coverage, purchasing additional coverage such as a Medigap or a
supplemental policy may make sense.

Long-Term Care

• Protects against prolonged illness, accident and disability – not covered by traditional health
insurance. It may be advantageous to start the conversation at age 50, review by age 60 but likely no
later than age 70.

PROPERTY & CASUALTY INSURANCE
Common mistakes
1. Failing to understand policy coverage terms
2. Purchasing coverage that does not cover the full replacement or fair value of an asset
3. Not revisiting/updating coverage as net worth changes over time

Umbrella Liability Coverage
• Provides additional liability coverage against judgements in lawsuits in excess of primary home and auto insurance liability coverage
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Art, Jewelry, and Collectibles Insurance
$100k

$300k

$500k

• Insure art, jewelry and collectibles with adequate insurance coverage with your property & casualty provider.
• In the case of modern artwork, more timely appraisals may be needed to keep pace with potential rapidly changing values.
John Smith, Modern Painter
Painting X
Purchased 01/01/2018
Fair Value $30,000

John Smith, Modern Painter
Painting Y; Painting Z
02/28/18 Sale $200,000;
05/01/18 Sale $400,000

John Smith, Modern Painter
Painting X
06/30/18 New Fair Value
$250,000

…. $5MM

LONG-TERM CARE BY THE NUMBERS
Annual Median Costs by State for Private Room, Nursing Care Facility

Ways to Cover Long-Term Care Need
1.
2.
3.
4.

Medicare (max 100 days) and Medicaid
Self-Insure
Long-Term Care Insurance
Hybrid Life Insurance / Accelerated Death Benefits

Long-Term Care generally covers:
Skilled care – licensed therapists, nursing homes,
rehabilitation services; Custodial care – home health
aides, companion services; Assisted living and
sheltered care; Adult day care and hospice care; Care
coordination services.
Qualifying for benefits generally involves assistance
with two of the Activities for Daily Living (ADLS):
Dressing, eating, toileting, bathing, transferring, and
continence.

70

At least 70 percent of people over 65 will
require some form of LTC services and
support during their lives

3
Yrs

Average Length of Care, increases to
8-10 years with Alzheimer’s

$220
/Day

+4%
< $80k

$80k - $90k

$90k - $105k

$105k - $120k

National Median Daily Rate
For Long-Term Care

Annualized Increase in the cost
of care since 2014

$120k +
Source: Genworth 2017 Cost of Care Survey

CYBERSECURITY
With the ever increasing threat of cyberattacks, individuals need to take precautions to keep
sensitive information secure.

How to keep yourself protected:
1.

Strong Passwords: Use a combination of numbers, symbols and letters to form a long, complex password. Use unique
passwords for each online login and regularly change all passwords.

2.

Multi-Factor Authentication: If available, enable two-factor authentication for email, social media, financial accounts, etc.
This functionality sends a one-time code to a mobile device to verify access, thus preventing unauthorized parties from
accessing your account without the code.

3.

Software Updates: To limit your computer/device vulnerabilities, be sure to promptly update any security software,
operating system, or other software releases.

4.

Secure Wi-Fi Network: To deter cybercriminals from accessing devices through a home’s wireless router, change the Wi-Fi
network’s factory-set default username and password.
•
Avoid unsecure access to public Wi-Fi networks, such as in coffee shops, airports, hotels, etc. A virtual private
network (VPN) creates a personal, private network across public networks. A few of the VPNs available include
TunnelBear, NordVPN, and IPVanish.

5.

Cautiousness with targeted telephone calls: Avoid divulging any banking or personal information to a caller over the phone
and do not give in to pressure to take immediate action. The IRS and law enforcement agencies will not call you.
•
Beware of the question “can you hear me” which leads to the recording of you saying “yes” to authorize unwanted
charges, etc.

Password Managers
•
•
•
•

Dashlane
Keeper
LastPass
1Password

Identify Protection Services
•
•
•
•
•

Identity Guard
Identity Force
ID Shield
LifeLock
Eversafe

Cybercrime at a glance:
80%
Over 80% of cyberattacks are
perpetrated via weak or stolen
passwords (source Panda Security)

30%

60%

30% of phishing emails in the U.S. are
opened (source: Verizon’s 2018 Data
Breach Investigations Report)

More than 60% of fraud originates on
mobile devices; of that figure, 80%
comes from mobile apps (source:
RSA)

60 Million
Nearly 60 million Americans have
been impacted by identity theft,
according to a 2018 online survey by
The Harris poll

CYBERSECURITY
Choosing a strong password is a key step to minimize the risk of being hacked.

What to do if you believe your email was hacked:
1.
2.
3.
4.

Update your password. Choose a strong combination of upper and lower case letters, numbers, and symbols.
updating passwords for other accounts.
Update security questions and set up phone verification.
Notify any contacts who might have received spam emails.
Check any linked financial accounts for signs of unauthorized activity.

Consider

FRAUD PREVENTION
Review your credit report every year
By law, you can obtain a free credit report every 12 months from www.annualcreditreport.com. According to the Federal Trade
Commission, this is the only authorized source for the free annual credit report (though it will not include your FICO score). You
should review your credit report for any discrepancies (unauthorized accounts, etc.).
Additionally, you can pay for a credit report from one of the three nationwide credit reporting bureaus (Equifax, Experian,
Transunion). Generally speaking, these companies offer a three-in-one credit report (costs range between $40-60) which
details your credit report from each company and may also include your FICO score.

Tips for dealing with cybercrime & identity theft:
1. Change all passwords to follow the unique and complex guidelines
2. Open your credit card bills and bank statements right away; check carefully for any unauthorized charges or withdrawals and
report them immediately
3. Shred or destroy papers containing your personal information including credit card offers and “convenience checks” that you
will not use
4. Only open emails, attachments, and links from people you know
5. Pay attention to a website's URL; hover over any links to see where they lead
6. Close any unauthorized or compromised credit cards
7. If you have been a victim of identity theft:
• File a report with the local law enforcement agency
• File Form 14039 (Identity Theft Affidavit) with the Internal Revenue Service
• Contact one of the three credit bureaus (Equifax, Experian and TransUnion) to report the crime and freeze credit (once
one of the credit bureaus issues a fraud alert, the other two bureaus are automatically notified)

FRAUD PREVENTION
“10 Things You Can Do to Avoid Fraud” by the Federal Trade Commission (FTC)
Excerpts:
•

Spot imposters. Scammers often pretend to be someone you trust, like a government official, a family member, a charity or a company you do business with. Don’t send
money or give out personal information in response to an unexpected request — whether it comes as a text, a phone call, or an email.

•

Talk to someone. Before you give up your money or personal information, talk to someone you trust. Con artists want you to make decisions in a hurry. They might even
threaten you. Slow down, check out the story, do an online search, consult an expert — or just tell a friend.

•

Don’t believe your caller ID. Technology makes it easy for scammers to fake caller ID information, so the name and number you see aren’t always real. If someone calls
asking for money or personal information, hang up. If you think the caller might be telling the truth, call back to a number you know is genuine.

•

Consider how you pay. Credit cards have significant fraud protection built in, but some payment methods don’t. Wiring money through services like Western Union or
MoneyGram is risky because it’s nearly impossible to get your money back. That’s also true for reloadable cards (like MoneyPak or Reloadit) and gift cards (like iTunes or
Google Play). Government offices and honest companies won’t require you to use these payment methods.

•

Be skeptical about free trial offers. Some companies use free trials to sign you up for products and bill you every month until you cancel. Before you agree to a free trial,
research the company and read the cancellation policy. And always review your monthly statements for charges you don’t recognize.

•

Sign up for free scam alerts from the FTC at ftc.gov/scams. Get the latest tips and advice about scams sent right to your inbox. If you spot a scam, report it at
ftc.gov/complaint. Your reports help the FTC and other law enforcement investigate scams and bring crooks to justice.

Source: Federal Trade Commission (FTC)

FRAUD PREVENTION
Additional Resources:
Federal Trade Commission – “10 Things You Can Do to Avoid Fraud”
https://www.consumer.ftc.gov/articles/0060-10-things-you-can-do-avoid-fraud

Marketwatch – “These common scams target seniors—how to avoid them”
https://www.marketwatch.com/story/these-common-scams-target-the-elderlyhow-to-avoid-them-2018-11-15
Better Business Bureau (BBB) – “10 Steps to Avoid Scams”
https://www.bbb.org/avoidscams/
Visa Security Sense – “Tips for Preventing Fraud”
https://www.visasecuritysense.com/en_US/preventing-fraud.jsp

Bankrate.com – “A 12-point checklist for victims of identity theft”
https://www.bankrate.com/finance/credit/steps-for-victims-of-identity-fraud.aspx
U.S. News & World Report – “10 Things to Do Immediately After Your Identity Is Stolen”
https://money.usnews.com/money/personal-finance/family-finance/articles/2018-06-22/10-things-to-do-immediately-after-your-identityis-stolen
Norton by Symantec – “How to Choose a Strong Password”
https://us.norton.com/internetsecurity-how-to-how-to-choose-a-secure-password.html
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